NEW INSTALLATION CHECKLIST (Windows 2008)
	
	SERVER INSPECTION: Inspect the Server thoroughly:
Client Name:      __________________________     Received Internal Authorisation to proceed? Y  N
OS Full Name:     __________________________     Date of Installation: ________________________                Service Pack:      __________________________     CPU Make/Model: __________________________                  CPU Count in Task Manager: _________________    CPU Speed:         __________________________    
Disk size:            _________   Free: __________     Memory size:      ______________________ 
Local IP:             __________________________     Static Public IP (if any):       ____________________

	*
	Prepare Server for installation  ** DO NOT PROCEED IF YOU HAVE NO FOR ANY CHECK ITEM
1. Make sure you have changed the default password to a strong one 
as per the guidelines                                                          YES   /   NO
1. Make sure that Windows is activated                                   YES   /   NO
1. Make sure not connected to domain controller                     YES   /   NO 
1. No services like IIS and no server roles are installed             YES  /   NO 
1. Installed with more than one partition (C: D:)                           YES  /   NO  [Specify: _________]
1. Make sure the system has a static internal IP address           YES  /   NO
Additionally for physical servers:
1. Make sure that the boot sequence is correct (CD,HDD,USB)  YES  /   NO  
1. Away in a secure place and secure power cable                   YES   /  NO
** DO NOT PROCEED IF YOU HAVE NO FOR ANY CHECK ITEM

	*
	(1)  Install all High Priority Windows updates from Microsoft and ignore optional ones (including IE8)
(2)  Repeat until it says no updates pending     (3)  Configure automatic Windows update for 3 AM

	*
	 Make all desktop icons visible (right click on desktop > Personalise > Change desktop icons and tick Computer,  User Files, Network, Recycle Bin and Control Panel)
 Change the name of the server to NEOSYS under System Properties
 Rename Administrator to administrator (A should be in small caps)
 Disable complex password settings under Local Security Policy (under Administrative Tools)

	*
	Configure the Network Connection to only Internet Protocol Version 4 (TCP/IPv4) – un-tick the rest

	
	If moving to client-hosted server:
Configure Windows Firewall / Policy to block all ports except tcp 80, 443, 2500, 3389, 4430, 19580, 55000, 55001, 55002 and allow all UDP ports
If moving to NEOSYS hosted server:
Open a new port  ________ to be used for HTTPS binding.

	DO NOT PROCEED UNLESS THE ABOVE ARE CONFIRMED TO HAVE BEEN COMPLETED

	
	  Create a folder NEOSYS in D drive (or any other drive besides C) and create a folder DOWNLOADS in it – all files you download now should be in downloads folder otherwise unless stated
 * In Tools > Folder Options > View – Tick Show hidden files and folders and Un-tick Hide extensions
 * in D root (or whichever drive you plan to install NEOSYS), create a file called global.end.temp

	*
	Check time zone and make sure it is set to the correct region of installation (GMT for NEOSYS servers/ Multinational clients)

	*
	(1) Install Cygwin, select NANO, OPENSSH, WGET, EMAIL, WHOIS, DIFFUTILS & RSYNC. Reconfigure SSH port to listen on 19580 (Refer Techwiki), (2) start & check 

	
	If moving to client-hosted server:
(1) Re-configure router/firewall for port forwarding from router to the NEOSYS server i.e. 19580 > 19580 (SSH)                 (2)  4430 > 4430 (HTTPS – if external access via https might ever be needed)
If moving to NEOSYS hosted server:
Ensure that Client’s router/firewall is not blocking the port used for HTTPS.

	
	Either Install Dynamic DNS update client ______________________.redirectme.net     
OR     Setup static IP on NEOSYS DNS        ______________________.support.neosys.com 
OR     if hosted on NEOSYS server           ______________________.hosts.neosys.com   (Refer Techwiki)

	
	Confirm that you can connect to the server via ssh from outside via the dynamic or static domain name

	DO NOT PROCEED UNLESS THE ABOVE ARE CONFIRMED TO HAVE BEEN COMPLETED

	*
	Under Control Panel > Programs & Features > Turn Windows Features on or off:
(1)  Install IIS/Application Server role and tick the option ASP
(2)  Install Telnet client and tick 

	*
	Disable Autorun (all drives) – Run > gpedit.msc > Computer Configuration > Administrative Templates > Windows Components > Auto Play Policies > Turn off Autoplay should be enabled for All Drives

	*
	Enable Audit Privilege Use – Control Panel > Administrative Tools > Local Security Policy > Local Policy > Audit Policy > Audit Privilege Use – Tick both Success and Failure

	
	Download and Install neosys.exe (http://www.neosys.com/support/neosys.exe) then neosys2.exe (http://www.neosys.com/support/neosys2.exe) to D:\NEOSYS or elsewhere avoiding C: drive if possible

	*
	(1)  Rename D drive name to NEOSYS  (2)  Create shortcuts for Computer Management, D drive, Scheduled Tasks and Command Prompt in the Quick Launch area

	
	In D:\NEOSYS create a shortcut called Maintenance to the adagency.bat or accounts.bat (for ACCOUNTS only installation) in the D:\NEOSYS\NEOSYS folder

	
	Start NEOSYS in maintenance mode, get the computer number and give it to NEOSYS staff. Once they give you the authorization number restart NEOSYS maintenance mode and enter the number.
Computer Number: _______________               Authorisation Number: __________________

	
	Restore the initial database BACKUP.ZIP file. In Maintenance mode, quit to next user [NEOSYS] then General Menu > Backup & Data Management > Restore

	
	Setup the database code as per the guidelines – [  ] Within 8 letters  [   ] The client should be as recognisable as possible from the main database code   [   ] The test database code must end with the word TEST and it is not necessary that it must be recognisable   [   ] The test database code must always be alphabetically after the main database at login (Main db: _______________  Test db: _______________)

	
	Benchmarking tests – In NEOSYS maintenance mode press F5 and type:
- FILESPEED: 1.5 secs ________________________________________________________ (avg of 3)
- PROCSPEED: eg 800,000 _______________               - MEMSPEED: eg 50,000 ________________

	
	Check EMS Memory Configuration – in NEOSYS maintenance mode press F5 and type – WHO, press up arrow:
64K Overflow Buffer 1 and 2 should start with an alphabet ( YES  NO) (Refer Techwiki for Instructions on Installing EMS Magic and checking EMS Memory Configuration)

	
	Create two .cmd files in D:\NEOSYS – below replace the word DATABASECODE and TESTDATABASE CODE with the exact name of the database concerned and also replace x with the drive letter. 
	(1) Start DATABASECODE.cmd and (2) Start TESTDATABASECODE.cmd  create the following:
x:
cd \NEOSYS \NEOSYS
Start NEOSYS.JS /system ADAGENCY /database DATABASECODE
Run the newly created .cmd files.




	*
	(1)  Create desktop shortcut icons for Maintenance, Start DATABASECODE.cmd and Start TESTDATABASECODE.cmd and align them to the top right hand side. Change their icons to the NEOSYS icon which is available D:\NEOSYS\neosys.net\favicon.ico 
(2)  Increase the task bar size to double the current one

	
	(1)  Setup one scheduled task for 1 main process to start at 6 am (without highest privileges and run only when user is logged on)
(2) Check whether the task is working fine

	*
	(1)  Configure any Anti-Virus to exclude NEOSYS *.ov and *.lk files and preferably the whole of D:\NEOSYS           (2)  No AV present

	
	In the IIS Default Web Site create a virtual directory called neosys linked to D:\NEOSYS\neosys.net

	
	Within the above neosys web site folder create a virtual directory called data linked to D:\NEOSYS\DATA

	
	In the IIS Default Web Site create a another virtual directory called neosys.w3c linked to D:\NEOSYS\neosys.w3c (only if timesheets for mac is required)

	
	 If external access via https might ever be needed – download and install selfssl.exe to create a certificate. Type the command in Selfssl - selfssl.exe /N:CN=hostname /K:1024 /V:9999  where hostname is clientname.redirectme.net or clientname.support.neosys.com or clientname.hosts.neosys.com as mentioned earlier
 In IIS, under Default Website/client website – click on Bindings in the right pane, click on add – select https, port 4430 or the designated port number and add the certificate from the drop down.

	
	* Edit the hosts file under c:\windows\system32\drivers\etc\ to delete the # sign next to 127.0.0.1 localhost
  On the server, open up http://localhost/neosys and check can login as NEOSYS user
*On user computers, open up http://serveripno/neosys and check login as non-NEOSYS user
  If external access is required and is approved by management, on neosys support computers open  https://hostname:4430/neosys and check login as NEOSYS and non NEOSYS user. 

	
	 To allow file uploads – create a folder IMAGES under D:\NEOSYS and within the NEOSYS website folder create a virtual directory called images linked to the IMAGES folder just created and give the authority to write       
 Under IIS, Default Website OR client website, neosys – click on Bindings
           Add Script Map – Request path: *.dll 
           Executable: D:\NEOSYS\neosys.net\NEOSYS\dll\upload.dll
           Name: ISAPI
 Check that you can upload files now

	
	From Support > System Test – Test the Web server loopback with the option 100 from the Number of Times to repeat. This checks the connection to IIS
(Server result: eg <=100 ______________User result: eg <=100____________ )

	
	From Support > System Test – Test the NEOSYS application loopback with the option 100 from the Number of Times to repeat. This checks the connection to the NEOSYS database 
(Server result: eg <=100 ______________User result: eg <=100 ____________ )

	
	In the System Configuration File:
 Configure the system ID to be the same name as the database (or more recognisable) and put an asterisk mark
Configure the startup of additional processes (3 for main data and 1 for test data) and tick the main database with the option to backup. If you do not tick this, the automated backup at 1 am will not happen
 Configure the automatic copy of main database to test database 
 Configure backup drive and alert email addresses in the System Configuration File 
(make sure that there is  atleast 1 person from the client management [                                                     ] and one person from client IT [                                                    ] who receives the backup alert)  
 Set up SMTP Hostname and Port
 Configure URL/Web Address to access NEOSYS (in case of single database installations)
 Set the Timezone (Refer to Techwiki)

	
	(1) Setup Monitoring from Nagios     (2)  Test if Nagios is getting updated

	
	Add the new client to the support homepage

	
	Refer Techwiki for Implementing NEOSYS

	
	Upload checklist to Dropbox folder “Checklists”

	
	Email a copy of the checklist to support inbox and cc admin@neosys.com





