NEW INSTALLATION CHECKLIST (Windows 2008)
- WITH REMOTE SUPPORT CONFIGURATION –
	(
	SERVER INSPECTION: Inspect the Server thoroughly:
OS Full Name: ____________________________________
CPU Type:_________________________    Count: _____________        Speed: _______________

Memory size: ______________________    Memory Speed (optional): _______________________

Disk size: _________________________     Disk size free: ________________________________

	(
	Prepare Server for installation    
· Make sure not connected to domain controller                  YES    /   NO
· Away in a secure place and secure power cable                 YES    /   NO

· No services like IIS and no server roles are installed           YES   /    NO

· Preferably installed with more than one partition (C: D:)       YES   /    NO
· Make sure that the boot sequence is correct (CD,HDD,USB) YES  /    NO
· Make sure that the Windows CD or I386 folder is copied to C Drive    YES  /    NO

	(
	( Install all High Priority Windows updates from Microsoft and ignore optional ones
( Repeat until it says no updates pending     ( Configure automatic Windows update for 3 AM

	(
	Configure the Network Connection to only Internet Protocol Version 4 (TCP/IPv4) – un-tick the rest

	(
	Configure Windows Firewall to allow exceptions for ports tcp 80, 443, 2500, 3389, 4430, 19580, 55000, 55001, 55002

	DO NOT PROCEED UNLESS THE ABOVE ARE CONFIRMED TO HAVE BEEN COMPLETED

	(
	( Create a folder NEOSYS in D drive (or any other drive besides C) and create a folder DOWNLOADS in it – all files you download now should be in downloads folder otherwise unless stated
( In Tools > Folder Options > View – Tick Show hidden files and folders and Un-tick Hide extensions

	(
	Check time zone and make sure it is set to the correct region of installation

	(
	Install Cygwin, select NANO, OPENSSH, WGET & RSYNC. reconfigure SSH port to listen on 19580, start & check(

	(
	Re-configure router/firewall for port forwarding from router to the NEOSYS server i.e. 19580 > 19580 (SSH) and 4430 > 4430 (HTTPS – depends if client needs external access) 

	(
	Either Install Dynamic DNS update client ___________.redirectme.net

OR     Setup static ip on neosys DNS        _____________.support.neosys.com

	(
	Confirm that you can connect to the server via ssh from outside via the dynamic or static domain name

	(
	Install UltraVNC, (do not select JavaViewer and allow Loopback Connections & Loopback Only) - optional

	DO NOT PROCEED UNLESS THE ABOVE ARE CONFIRMED TO HAVE BEEN COMPLETED

	(
	Install IIS/Application Server role

	(
	( Install selfssl.exe to create a certificate (if client needs external access only)
Selfssl.exe /N:CN=SERVER-NAME /K:1024 /V:9999 (do not type anything else more here)

( In IIS, Default Web Site – click on Bindings in the right pane, click on add – select https, port 4430 and the certificate from the drop down.

	(
	Disable Autorun (all drives) – Run > gpedit.msc > Computer Configuration > Administrative Templates > Windows Components > Auto Play Policies > Turn off Autoplay should be enabled for All Drives

	(
	Enable Audit Privilege Use – Control Panel > Administrative Tools > Local Security Policy > Local Policy > Audit Policy > Audit Privilege Use – Tick both Success and Failure

	(
	First Install neosys.exe (http://www.neosys.com/support/neosys.exe) then neosys2.exe (http://www.neosys.com/support/neosys2.exe) to D:\NEOSYS or elsewhere avoiding C: drive if possible

	(
	( Rename D drive name to NEOSYS ( Create a shortcut for Computer Management, D drive and Command Prompt in the Quick Launch area

	(
	In D:\neosys create a shortcut called MAINTENANCE to the adagency.bat (adagency.bat is located in the D:\neosys\neosys folder)

	(
	Start NEOSYS in maintenance mode, get the computer number and give it to NEOSYS staff. Once they give you the authorization number restart NEOSYS maintenance mode and enter the number.

	(
	Import the initial database BACKUP.ZIP file NEOSYS > General > Backup & Data Management > Restore

	(
	Setup the database code as per the guidelines – i.e. [  ] Within 8 letters  [   ] The client should be as recognisable as possible from the main database code   [   ] The test database code should end with the word TEST and it is not necessary that it must be recognisable   [   ] The test database code should always appear after the main database code at login (Main db code: ____________  Test db code: ____________)

	(
	Configure any Anti-Virus to exclude NEOSYS *.ov and *.lk files and preferably the whole of \neosys

	(
	Benchmarking tests – In NEOSYS maintenance mode press F5 and type:
- FILESPEED: 1.5 secs ________________________________________________________ (avg of 10)

- PROCSPEED: eg 800,000 _______________               - MEMSPEED: eg 50,000 ________________

	(
	Check EMS Memory Configuration – in NEOSYS maintenance mode press F5 and type – WHO, press up arrow:

64K Overflow Buffer 1 and 2 should start with an alphabet – if not then EMS will cause low memory problems which is typical on workstation class computers. Refer to Techwiki for more

	(
	Create two .cmd files in D:\neosys - below replace the word DATABASECODE and TESTDATABASE CODE with the exact name of the database concerned and also replace x with the drive letter
In File Start DATABASECODE.cmd create the following:

x:

cd \neosys\neosys <nextline> Start neosys.js /system ADAGENCY /database DATABASECODE

In File TESTDATABASECODE.cmd create the following:
x:

cd \neosys\neosys <nextline> Start neosys.js /system ADAGENCY /database TESTDATABASECODE

	(
	Create .cmd file in D:\neosys to copy live data to test data (eg. Copy DATABASECODE to TESTDATABASECODE.CMD) - below replace the word DATABASECODE and TESTDATABASE CODE with the exact name of the database concerned and also replace x with the drive letter
Xcopy x:\neosys\data\maindatabasecode x:\neosys\data\testdatabasecode /s /y /i

	(
	Setup scheduled tasks for 1 main process to start at 6 am. Also another setup scheduled task for copying main data to test data at 2:45 AM

	(
	Under IIS – ISAPI & CGI Restrictions ( Enable ASP as an extensions
( Allow UPLOAD.DLL (from neosys\neosys\dll) as an asapi extension

	(
	( In the IIS Default Web Site create a virtual directory called neosys linked to D:\neosys\neosys.net

( In that folder > neosys > dll

	(
	Within the above neosys web site folder create a virtual directory called data linked to D:\neosys\data

	(
	In the IIS Default Web Site create a another virtual directory called neosys.mac linked to D:\neosys\neosysosx

	(
	( To allow file uploads – create a folder IMAGES under D:\neosys  
( Within the neosys web site folder create a virtual directory called images linked to D:\neosys\images

	(
	On the server, open up http://localhost/neosys in Internet Explorer and login to check access (with NEOSYS login)

On user computers, open up http://IPaddresss/neosys in Internet Explorer and login to check access (not with NEOSYS login)

	(
	From Support > System Test – Test the Web server loopback with the option 100 from the Number of Times to repeat. This checks the connection to IIS  

(Server result: ______________User result:____________ )

	(
	From Support > System Test – Test the NEOSYS application loopback with the option 100 from the Number of Times to repeat. This checks the connection to the NEOSYS database 

(Server result: ______________User result:____________ )

	(
	Configure the startup of additional processes in the System Configuration File and tick the main database with the option to backup. If you do not tick this, the automated backup at 1 am will not happen

	(
	Configure backup drive and alert email addresses in the System Configuration File (make sure that there is atleast 1 person from the client management and 1 person from the IT from the client side who receives the backup alert)

	(
	(Setup Monitoring from Nagios     ( Test if Nagios is getting updated
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